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PROPOSED PLAN TO SURVEY THE VULNFRAB:
N ETRAT T OH CF Cik Hib VAR IES

le PADCE SYSTHM:

Vulnerabj.li‘b A Factors:
&¢ Po3sibility of dupl, -.cat" c'x "pa use

TEET: o f'v...a.." Lacu_.:h.es nake
);’;pzz.r e 1t with a bonn #ids
I 2re noticezble poiuvs
i ¢, test it throuch uze,
b Possible lack of rigid scruting of 211 badges by gusrds T
‘ TESIS: (1) Check the scrutiny of bad dges by

en
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; : chenging badres of several peorzons
d s

’/ and ges Af they ere detecte
(2) Use a temporary badss after emiras
) e . .. Lion dste.
(37 Check guard observance of restristod
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sz of differcat tyope badﬂw,,
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»" Ceo Poszible ncawrstum of lozb hodsnze
TEST: C‘ ok Paysical E}Cuhf."itj lost badze recores
' and progedure when bedge 13 nobt recsoversd.

2, USY OF TELEPEONES:

Yudrerability Tactorss i
Discussion of clagsified information,
TESTSs (1) Tep telenhones,
- (2) Mnko calls and solicit classifics £ e
fTorzation over vhons

L3

Py

bo Use of CIA phone for low g
. semimcovert personnel,
TEST: Tap telephone,

stance calls to end from coveri or

/ ¢o Disclosure of 1d~nui'?‘y of CIA personnel, offices, or phons numbers
: over tmepuone o outsiders,

' TEST: Review and apvraise sec urity rudes for
phone operators on this subject, Test
points which appear vulnerable by making

~e2dls from within and withoud AIZENCY,

]

Je IDENTIFICATION AND R",STQICTTOWI OF MSTNTENANCE AND SFRVICE PHERSOMAET »

v Valnerabili ty Factor: - ‘
a, Josgiole fack of adequate identis leation and supetvision of A
perconnel, (carpenters, electr: cianss char r)eacple-, etco) telephone
;ena rovinrv or relic gusrds, chouffevrs B, &%,
i . TESTS: (1) Make actual catry nees onder theooo
‘- guises gnd determine how much soners
Vision Jis afforded within offi icuo,

@
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(2) Check identification antinls for
adequacy o

o IDEN?:{ICATION,‘RESTRICTION AND SUPERVISION QF VISiti-

Vulnerabllily Factors:
///, %2, Possiple lack of good records and system for cnecking visitorse
: d snoraise records and sysiean
for chegking visitors.

t/’//B“ Possible lack of combrol or supervisiocn of visitors after entraancee
: 1 TEST: Make asctual visits and detsrmine how much
gupervision or control is affordeds

//,/”/ca Possible lack of geod coatrol or vanbtege by guard ab entranco.

L : ESTs Survey each guard post znd check enirsnce
; sontrol &t rush hours,

~ , d, Identification of visitor fiem other agencles seeking classified

V// information.

TEST: Make actusl visit under cover ol State or
Defense and ascertain what ¢hecks ars
wde by various CIA offices to assure
idenbificotion prior to discussing classi=
fied Information,

5o CONTROL OF APPLICANTS FOR EMPLOYMINT :

Vulnerablility Factorss
V/// @e Liscussion of cilassified information with applicant in Personnel
OffiCGo 1 ;

T#5T: Make sctual application and obtein intere
views with Perscnuel,

“"be Discussion of classified informatlon with applicent by interssted
i/// office upon referral by Personnel for interview,
- TEST: Moke zctval application and obtain intere
viaws with Personnel and other offices,

L

6, UNCLEARND POOL RMPLOYEES:

Vulnerability Factorssg
as -Possible use on classified matter,
' TEST: - Check rules and procedures for ugse of une
" eleared pool persounel, FPlant person in
pool and arrange for absence and uss in
office with visitor pass and see if de-
tecbed,

b, Possible absorption of classified information through oubtside cone
tacts with future supervizor,
TEST: Question pool employes re contacks wilh
futurs supervisnys, ’
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‘o FXTRACTION OF CLASSTFIED MATERIAL FHOM OFFICES.

s

Vulnerability Factor:

2, rossible withdrawal of classified papers in brief c: Shi=
- velopes, or packages,
' o TESTs Sxplore the feasibility and  otieability
. of requiring pesses for 8l and-carried
! pepers, brief cases and po. .uges, or the

{(Nobe: This would still ~ot catch the
_ aatsrdal which coudd be taken oub
; ir: pockebs or hand bags.)

Bo PENETRATION BY ELECTRONIC DnVICES:

Vulnersbility Factor:
&e Possidble installation of mikes, recorders or transmiliers.
P . TEST: Survey of sansitive areas. '

/" 9, PHYSICAL PENETRATION THROUGH OTHRR THAN ORDINARY ENTRANCES:

Vulnerability Factor:
4o, Possible entrance through windows, basements, skylieghts, etc,
TEST: Physical smurver,

sanm

//'109 PENETRATION THROUGH FALSE APPLICATICN:

Vulnerability Fachors :
ae rossible emoloyment of eneny sgent who has sumitted PHS coverilng
background of security acceptavle person,
TESTs Check personnel end investigabtive proces
dures to ascertain whether such a false
PHS would be detectsd,

1
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- POINTS OF POSSUBLE VUL ;\fmm ,:c*

SECURITY
1. OUISIDE AC T”"VITIE-S OF BME]
%.Tl.narabiii‘bv Factor: ,
&, Possible vulnerability to exploit: - by eneny agent or others
through looss tallk, i3
- TEST: Test susp : employees through nascoiw
! zbion ab o 88, ebe Post listeners in

shuttle b
\ . dng rocm,

2o FORMER EMPLO_'“ES

cafeter izzs, medicdd welie
e Monmibor ggency pool ciroy

e 0 3

v
i

Velnesrability Fa Ptar
" &g Possible unwit ‘t:mg axploitation,
- TEST: Check adequacy of exis

p”i.&ulu oL Sonssquences

interviey and ene
fcn v;olat_umo

be Possible open exploits tiom,
TEST: IDxplore possibility of reme t.u‘cr DHOT)
.Lc eving agesacy to adviss us of any atboun:
av exploitaticn, “
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o

3,13 EMPLOYESES QRDERED OVF.R.\.E &5

"', -
Julnersbility F F{scbor-. .
8o rossibis lack of zde uete security indoctrination {employee and dow
vendents ), :

l;@ FROCURTMENT PROCELURESS

Tl narab litv Faot Lors s

Ac POSSiDLe iradequate sec urity checks prior to discussion of classie
fied mutters,
' TEST: Ewplors current procedures,
Do Pcssible ing dec;uata seeurity checks for those engaged in classified
worke _
TESYs Hplorve situation with vie

ew to. conpartmaie
ue.iw‘.i,:aon mm/or cmt-outso

[

Se¢ HANDLING MATL AND CARLES:

Volnerability Fector:
4o Possible loosc pre

i
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POSSIBLE CQMPRCMISE OF COVERT PERSOWNELS:

Vulnerability Factors

ae Visits to CIA offices,
TEST: Check visitors® log sgainst crh files,

OTHER AGENCY LIAISON PRRSONNEL:

Vulneranility Pacior:

8, rossipie personnel securdvy risks in cthexr agencies.
’ TEST: Check basis of sscurity clearance of other
sgency personacl by CIA for its adoguucy.

i

OTHER AGENCY SECURITY PRACTICES:

Vﬁinerability Pactors

2 Possiple. comproaise of CIA classified documents in cther sgencies
by lower security sbandards and practices,
TEST: Check preseat CIA restrictions on other
agencies ggzainst practices,




